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ABSTRACT

A biometric is defined as a unique, measurabldphioal characteristic or trait for automaticallycognizing or
verifying the identity of a human being. Statisliganalyzing these biological characteristics basome known as the
science of biometrics. The very basis of this BibieCryptosystem lies on the very fact that somatdres of human
body are significantly unique to each and every &urim the world, such as fingerprint, DNA sequerids, etc. Using
those biometric we can generate an exclusive katywill be unique for each and every individual.viNbaving generated
these keys we can use them for encrypting our rgesgend as because these keys are uniquely geddoatandividual
persons there’s no chance of there will be a magckeys. Moreover as | use RSA algorithm basedyption technique
so the encryption lies on two basic sets of keydeorypt the message. Hand geometry is a kind ahéiric measure
where Data is read and processed independenthegbdsition of the user hand. This is done by aadythe curvature
profile of the hand contour, making the featurer@otion process rotation and translation invariémimy proposed work
first | identify keys from hand geometry and aftbat by using those keys | can encrypt an SMS ibitlaandroid by
using RSA algorithm.
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INTRODUCTION

Hand geometry is a biometric that identifies ussrdhe shape of their hands. Hand geometry readessure a
user's hand along many dimensions and compare theasurements to measurements stored in a filtaidrnwork the
fingers were identified and segmented by analyzivgyclosed shape formed by the contour of the himuding for a
sequence of maxima of curvature along the way Gainrgoal in this project was to be able to acqtlie images free
from any restriction by allowing the user to pus lhiand in virtually any position inside the scagnarea of the input
device.

MODULES OF A BIOMETRIC SYSTEM

A biometric system comprises of three important aies. Preprocessing, Feature Extraction and Magchin
When the input data is fed into the biometric systemay be unsuitable for feature extraction. Tikislue to the several
noise elements which may creep into the data. Nuoisg be the result of the atmospheric conditionthersurroundings. It
may also be introduced by the equipment used fdleating the data. Also the users may introduce esamise
inadvertently. The primary job of the preprocessimgdule is to clean up the noise introduced o timatfeatures can be

extracted correctly. The proposed system first thasnput image through a noise removal algoritbnthis purpose.
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Figure 1: Basic Biometric System

MY PROPOSEDAPPROACH

In my approach | can generate two keys (private pulolic) after modifying pre existing hand geoniti
approach and by using those key | can encrypt a B\e®idroid by using RSA algorithm. To discuss @an segregate
those parts onto different proposed methodology.

METHODOLOGY-I- MODIFIED HAND GEOMETRY BASED CRYPTOS YSTEM
Step 1:Noise removal
Step 2:Edge detection
Step 3:Features Extraction
Step 3a:Finger length detection by using convolution method
Step 3b:Finger width detection by using convolution method
Step 4:Determine the perimeter of Palm
Step 5:Matching the Palm pattern

NOISE REMOVAL

Ideally the scanned input image should contain @isen However due to dust and dirt both on the pehoh on
the scanner bed, even in minute quantities mayymedifferences between the actual image scanrgtharpalm print.
The noise removal algorithm in this case utilizess fact that the required handprint is presentiy a portion of the total
image i.e in the lower central side of the imageisTcan be done using the binary search algoritftme. algorithm starts
from the center of the image and works its way uplwaSince binary search is used the number of smasched is very
low. When such a row is determined all the poititsve that row are set as black. This eliminatethallnoise above this
row. Using the binary search algorithm again a wolis identified left of which is not required ffgature extraction. This

is any column between the left margin and the cesftéhe image which has no lit pixels. All the gig left of this column
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are set to black. Similarly a column right of whioh features are to be extracted is determinecthallpixels right to this

column are set to black. This reduces the noissepitan the image considerably without affecting életual palm print.
EDGE DETECTION

According to Canny’s edge diction algorithm we cafculate the gradient along X axis as well as ¥.ax
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Figure 2: Calculate the Gradient along X Axis
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Figure 3: Calculate the Gradient along Y Axis
Algorithm:
Step 1:Determine grad x and grad vy, the values returneithé kernels.
Step 2:Determine the angle of the edge theta = tan-Id(gtgrad y).
Step 3: Approximate theta to one of these values 45 98,akil 0 or 180.

Step 4: Traverse along the edge in the direction of ther@xmated theta and set to O any pixel which is no

along theta
FINGER LENGTH DETECTION BY USING CONVOLUTION METHOD

The algorithm to determine the tip of the otheigérs starts by utilizing the previous tip foundn& the little
finger is the first the algorithm starts from (Q, the top left corner of the image. It then firttle first lit pixel traversing
column wise. This lit pixel is somewhere along ki boundary of the palm. Now the algorithm hadrtverse along lit
pixels so as to reach the tip of the finger. Duttimg traversal the value of the y co-ordinatedestantly decreasing while
value of the x co-ordinate may increase or decrélse algorithm halts when the value of the y cdimaite can no longer
decrease. It n assigns the point as the tip ofittteefinger (x1, y1). The system now finds thettoon of the finger (x2, y2)

by using a line detection algorithm.
Step 1:Determine the tip of the finger (x1, y1) as ddsed earlier.

Step 2:Apply the line detection kernels at the curreniepind obtain the responses.
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Step 3:Pick the kernel with the highest response.

Step 4:Move to the pixel indicated by the kernel with thighest response subject to the condition thavéhae

of y should always increase as the length is beiagsured from top to bottom.

Step 5: If no kernel shows a positive response for whiel hext y value will increase then mark the point
(x2, Y2) and move to Step 7.

Step 6:Repeat Step 2 to Step 5.
Step 7:0btain the length of the line as the distance betwpoints (x1, y1) and (x2, y2).
FINGER WIDTH DETECTION BY USING CONVOLUTION METHOD

From the algorithm for determination of finger I¢éinghe values of the tip of the finger (x1, y1) ahd bottom
(x2, y2) are obtained. By dropping perpendiculaed from these points to the line, obtained udiegdast square method
the starting and ending points of the line are meiteed. With the starting and ending points of lthe known the line can
be divided into 3 equal parts generating two maiats (x3, y3) and (x4, y4). A line perpendicularthe interpolated line
and starting at (x3, y3) is drawn toward s the otheundary of the finger. The width is consideredbe the distance
between the starting point (x3, y3) and the poitterg the perpendicular meets the other boundartheffinger.
To determine the point where the perpendicular sndet other boundary of the finger the algorithavérses along a line
parallel to the X axis using the point (x3, y3)tlas starting point. The algorithm traverses tikkitcounters a lit pixel. This
pixel is on the other boundary of the finger. Thgodathm then attempts to find a pixel closesthe perpendicular line by
considering all lit pixels within a certain distanfrom the current pixel.

Step 1:Draw a line perpendicular to the interpolated Btexting at (x3),(y3).

Step 2:Traverse to the right parallel to the x axis uatiit pixel is encountered.

Step 3:Take a 5X5 pixels section of the image with thepencountered in step 2 as the center.
Step 4:For each lit pixel calculate the distance frompleependicular line.

Step 5:The pixel for which the distance to the line isnimium is the new center for the 5X5 section.
Step 6:Repeat Steps 4 and 5 till the minimum stops chmangi

Step 7:0btain the finger width which is the distance bexdw the pixel at the center and (x3, y3).

DETERMINING THE PERIMETER OF PALM DIAMETER
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Figure 4: Probability Matrix
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Figure 5: Priority Matrix
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Figure 6: Mirror of the Priority Matrix
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Step 1:Starting from left bottom find the lower boundarfythe left side of the palm(l).
Step 2 Use the priority matrix to determine the nextgdix
Step 3 Save the value of the priority matrix used asigal
Step 4 Set the value of current pixel to 0 move to teetrpixel chosen by the matrix.
Step 5 If value >= 6 then use mirror of the priority mat
Step 68 Repeat Step 3 to Step 5 till rightmost end ished.

MATCHING THE PALM PATTERN

The features obtained from the input image are neat@gainst the images in the database. Even thelbest of
conditions it cannot be expected that the featotgained match exactly with the features of thevioies image of the
same individual. The extracted features are infthm of positive integers. These are referred tanagnitude of the
features. So to obtain a match the sum of therdifiee between the features obtained from the iimpage and the image

in the database is calculated.
diff = magnitude of Database image — magnitude ofput image
sum = magnitude of Database image + magnitude ofgnt image

Using the value of sum the difference between datures can be viewed in proper context. So theahaotatch

of the feature is:

match = sum/diff
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METHODOLOGY-II- RSA ALGORITHM FOR ENCRYPTION OF SMS IN ANDROID
Key Generation Algorithm

Step 1:Generate two large random primes, p and g.

Step 2:Compute n = p*q and z = (p-1)(g-1).

Step 3:Choose a number relatively prime to z and call it

Step 4:Find e such that e*d=1 mod z.

Step 5:The public key is (n, ) and the private key isdn
Encryption
Sender A does the following:

Step 1:Obtains the recipient B's public key (n, e).

Step 2:Represents the plaintext message as a positegenm.

Step 3:Computes the ciphertext c =m”e mod n.

Step 4:Sends the ciphertext c to B.
Decryption

Recipient B does the following:-

Step 1:Uses his private key (n, d) to compute m = c*d mod

Step 2:Extracts the plaintext from the integer represévgain.
METHODOLOGY-IlII- PROPOSED SMS ENCRYPTION IN ANDROID BY USING RSA

SMS is a communication service standardized inGB#M mobile communication systems. It can be sedt an
received simultaneously with GSM voice, data anddalls. This is possible because whereas voick, aiad fax calls
take over a dedicated radio channel for the duratibthe call, short messages travel over and ablwweadio channel

using the signaling path. SMS contains some met&-da
» Information about the senders (Service center nunseader number).
» Protocol information (Protocol identifier, Data é¢ogl scheme).

e Timestamp.
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WORKING PROCEDURE OF SMS IN ANDROID
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Figure 7: SMS Transfer

SMC (Short Message Center)s the entity which does the job of store and fodvaf messages to and from the
mobile station. The SME (Short Message Entity) Whian be located in the fixed network or a mobiétisn, receives

and sends short messages.

SMS GWMS (SMS gateway MSC)s a gateway MSC that can also receive short rgessdhe gateway MSC
is a mobile network’s point of contact with otheatworks. On receiving the short message from tloet shessage center,
GMSC uses the SS7 network to interrogate the cupesition of the mobile station form the HLR, theme location

register.

HLR is the main database in a mobile network. It hadisrmation of the subscription profile of the nieband
also about the routing information for the subserjl.e. the area (covered by a MSC) where the lmabicurrently
situated. The GMSC is thus able to pass on theageds the correct MSC.

MSC (Mobile Switching Center) is the entity in a GSM network which does the @flswitching connections

between mobile stations or between mobile statombkthe fixed network.

A VLR (Visitor Location Register) corresponds to each MSC and contains temporaoynmdtion about the
mobile, information like mobile identification arttie cell (or a group of cells) where the mobilecisrently situated.
Using information from the VLR the MSC is able twiteh the information (short message) to the cqoesling BSS
(Base Station System, BSC + BTSs), which transthisshort message to the mobile. The BSS condistarsceivers,
which send and receive information over the aierifatce, to and from the mobile station. This infation is passed over

the signaling channels so the mobile can receiv&sages even if a voice or data call is going on.
SECURED SMS IN ANDROID SECURITY MODEL

The Android operating system's goal is to protesrudata, protect system resources, and providécatpn

isolation. To achieve these goals the followingusity features are provided [Security Overview]:
* Robust security at the OS level through the Linaxnkl
e Mandatory application sandbox for all applications

e Secure inter process communication
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e Application signing
» Application-defined and user-granted permissions

Following Figure shows the different components aonsiderations of the Android software stack. Epatt of
the stack operates under the assumption that dnwegybelow it is properly secured. The core of Ardroid security
model is the Linux kernel. Linux itself has beeoward for a very long time and is a very robust kémow after being
constantly improved. It is used in the industry @angsted by many professionals. This kernel pravittee Android OS
with a user-based permissions model, process i@o)a mechanism for secure IPC, and the abilisetoove parts of the
kernel.

SMS ENCRYPTION-DECRYPTION IN ANDROID
e The sender communicates with the receiver thromghcanfidential discussion.

* When both the sender and receiver are ready watih dpplication, the sender types in the recipgentimber and

the body of the message and clicks Send.

* On this command, the RSA algorithm is triggeredhat sender side and the keys are generated. Thersen

Public Key is then sent to the receiver.

* The receiver acknowledges this by clicking the Rbatton where the received key is read by the vecei

application and the RSA algorithm is triggeredeateiver’'s end.
* The receiver’s Secret Key is generated and itsi€ilay is sent to the sender.

e On receiving the Public Key from the receiver, satgl Secret Key is generated at the sender sidettand

message is encrypted using RSA algorithm and eethetreceiver.

* The receiver receives the message and decrypsnig tnis Secret Key with the RSA algorithm to obttie

original message.
CONCLUSIONS

In this paper i can generate two keys (private @uidlic) after modifying pre existing hand geomettiapproach
and by using those key | can encrypt a SMS in dddrg using RSA algorithm. | can make a little bibdification in
hand geometry key extraction and other feature®S@ algorithm instead of two prime no | can getetavo keys and
using those keys | can encrypt and activate SM8icgey on android system. Through this approachnl pp@vide the

protection of user data, system resources, andoatsdde application isolation.
REFERENCES

1. Xin Zhou, Xiaofei Tang, “Research and Implementatmf RSA Algorithm for Encryption and Decryption”,
IEEE, 6th International Forum on Strategic Techgglgpp- 1118 — 1121

2. Sonal Sharma, Saroj Hiranwal, Prashant Sharma,"AVNFARIANT OF SUBSET-SUM CRYPTOSYSTEM
OVER RSA", International Journal of Advances in iEegring & Technology, Jan 2012.ISSN: 2231-1963

Impact Factor (JCC): 3.5987 NAAS Ratinf.89



Encryption Key Generation by Using Modified Hand-Gemetry Based Cryptosystem to Secure SMS in Android 25

3. Certicom, Standards for Efficient Cryptography, SECRecommended Elliptic Curve Domain Parameters,
Version 1.0, and September 2000.

4. Rashmi Ramesh Chavan, Manoj Sabre&gcured Mobile Messagihd?012 International Conference on

Computing, Electronics and Electrical Technologi€CEET]

5. David Lisorek, Martin Drahansky—SMS Encryption for Mobile Communicationl 2008 International Conference

on Security Technology

6. Tarek M. Mahmoud, Bahgat A. Abdel-latef, Awny A. Wied, Ahmed M. Mahfouz;—Hybrid Compression
Encryption Technique for Securing SMSnternational Journal of Computer Science andufgc (IJCSS),
Volume (3): Issue (6)

7. H. Marko, H. Konstantin, “Strong Mobile Authenti@”,Proceedings of 2nd International Symposium on
WirelessCommunication Systems, Sept 5-7 2005, pp0@6

8. Xinmiao Zhang and Keshab K. Parhi, “Implementatidapproaches for the Advanced Encryption Standard
Algorithm”, 1531-636X/12, IEEE 2002.

9. Chun Yan, Yanxia Guo, “A Research and Improvemesddd on Rijndael Algorithm”, 2009 First Internatibn
Conference on Information Science and EngineeriagjiNg, Jiangsu China, December 26- December 28,
ISBN:978-0-7695-3887-7

www.iaset.us ati@iaset.us






